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1.  To which of the following viruses does the characteristic belong? These viruses will cover themselves with "protective code" that stops debuggers or disassemblers from examining critical elements of the virus.
A. Multipartite Virus

B. Armored Virus

C. Companion Virus

D. Phage Virus

2.   To which of the following viruses does the characteristic belong? The virus       attaches itself to legitimate programs and then creates a program with a different file extension. This file may reside in the temporary directory of your system.
A. Multipartite Virus

B. Armored Virus

C. Companion Virus

D. Phage Virus

3.  To which of the following viruses does the characteristic belong?  The virus modifies and alters other programs and databases. The virus infects all of these files. The only way to remove this virus is to reinstall the programs that are infected.
A. Multipartite Virus

B. Armored Virus

C. Companion Virus

D. Phage Virus

4.  Choose the most effective method of preventing computer viruses from spreading throughout the network.
A. You should require root/administrator access to run programs and applications.

B. You should enable scanning of all e-mail attachments.

C. You should prevent the execution of .vbs files.

D. You should install a host based IDS (Intrusion Detection System)

5.  You work as the security administrator at mydreamjob.com. You want to educate your users on how they should respond to an e-mail message that contains a warning about a virus that could have accidentally been sent in the page. You want to inform users on the actions they should perform when the message suggests that the user delete a specific file when it appears on the user's computer. What should you do next?

A. Users must check for the file and delete it immediately.

B. Users must check for the file, delete it immediately, and then copy the e-mail message to all distribution lists.

C. Users must immediately report the contents of the e-mail message to the security administrator.

D. Users must simply ignore the message because it is a virus hoax. Users need perform no actions.

6.  You work as the security administrator at mydreamjob.com. You must document the procedure for handling computer virus infections. Choose the action which you should specify to perform when receiving an e-mail


message warning of the existence of a virus on the system if a specific executable file exists?

A. First investigate the e-mail message as a possible hoax with a trusted anti-virus vendor.

B. First search for and delete the virus file.

C. First broadcast a message to the all users to alert them of the presence of a virus.

D. First locate and download a patch to repair the file.

7. Choose the statement that best details the difference between a worm and a Trojan horse?

A. Worms are distributed through e-mail messages while Trojan horses do not.

B. Worms self replicate while Trojan horses do not.

C. Worms are a form of malicious code while Trojan horses are not.

D. There is no difference between a worm and a Trojan horse.

8. Choose the malicious code which can distribute itself without using having to attach to a host file.

A. A virus.

B. A Trojan horse.

C. A logic bomb.

D. A worm.

9.  One type of malicious code can record system keystrokes in a text file and then e-mail it to the source. This code can delete system logs when a backup is performed, and at five day intervals. Which type of malicious code can perform these actions?

A. A virus.

B. A back door.

C. A logic bomb.

D. A worm.

10.   You work as the security administrator at mydreamjob.com. A system administrator named Rory Allen has recently resigned from the company.


You delete the user ID of Rory and immediately notice that the system has started deleting files.  Which type of malicious code is present on the network?

A. A logic bomb

B. A virus

C. A Trojan horse

D. A worm

11. Choose the statement which best defines the characteristics of a computer   virus.

A. A computer virus is a find mechanism, initiation mechanism and can  propagate.

B. A computer virus is a learning mechanism, contamination mechanism and can exploit.

C. A computer virus is a search mechanism, connection mechanism and can integrate.

D. A computer virus is a replication mechanism, activation mechanism and has an objective.

12. Which of the following options best describe how a social engineering attack occurs?

A. You are attacked and robbed of the necessary information

B. You are e-mailed by your "manager" and he is out of town and forgot his password and you send him the necessary information

C. A family member told your "best friend" the password

D. A colleague spies on you in a quest to get your password and acquires it by reading as you type.

13.  What type of attacker would normally be interested in acquiring the login password information?

A. A technician

B. A network professional

C. A con artist

D. A secretary

14.  Which of the following attacks would involve acquiring information by means of e-mail or phone call?

A. Phage Virus

B. Armored Virus

C. Trojan horse.

D. Social engineering.

15. What would be the best method to steer clear of all social engineering attacks?

A. Don't tell anyone your password

B. Get qualified staff

C. Use a more complex method of authentication

D. All of the above

16. Which of the following attacks are low-tech?

A. Trojan Horse

B. Social engineering

C. Phage Virus

D. Armored Virus

17. Which attack is not dependant on computer skills and software?

A. Trojan Horse

B. Social engineering

C. Phage Virus

D. Armored Virus

18. Which of the following options would be FALSE regarding the reason why social engineering attacks are so successful?

A. The lack of qualified staff

B. The minimal chance of the attack occurring

C. The fact that passwords are given away too easily

D. The attacker being part of the company

19. Which of the following options would be TRUE regarding the reason why social engineering attacks are so successful?

A. A highly qualified staff

B. The minimal chance of the attack occurring

C. The fact that passwords are not given away easily

D. The attacker being part of the company

20. You are a respected worker at mydreamjob.com and your boss realizes that you attacked the system but you deny and persist in proving your innocence. You then realize you had a visit from an old colleague that was fired some time back. This person acquired all the necessary information to perform the attack. What type of attack is this person performing?

A. Trojan Horse

B. Social engineering

C. Phage Virus

D. Armored Virus

21. Why would Social Engineering be regarded as a low-tech attack method?

A. Due to it not requiring intricate software

B. Due to it requiring a Highly trained software professional

C. Due to it requiring authentication only

D. Due to it requiring only verbal contact with someone from the firm

22. Which of the following attacks could be the most successful when the security technology is properly implemented and configured?

A. Logical attacks

B. Physical attacks

C. Social Engineering attacks

D. Trojan Horse attacks

23. Choose the more common method used by intruders to gain unauthorized access to a networking system.

A. A brute force attack.

B. Logging of keystrokes.

C. Trojan horse.

D. Social engineering.

24. You work as the security administrator at mydreamjob.com. You must implement measures to protect mydreamjob.com against a social engineering attack. Which option best describes the measures you should implement?

A. Enforce the security policy, user education, and limit available information.

B. Enforce the security policy, user education, and implementing a firewall solution.

C. Enforce the security policy, implementing a firewall solution, and incident response.

D. Enforce the security policy, incident response, and system logging.

25. Choose the attack or malicious code that entails the theft of network passwords without the intruder using software tools.

A. Trojan programs.

B. Social engineering attacks.

C. Sniffing.

D. Hacking.

26. Choose the attack or malicious code that cannot be prevented or deterred solely through using technical measures.

A. Dictionary attacks.

B. Man in the middle attacks.

C. DoS (Denial of Service) attacks.

D. Social engineering.

27. You work as the security administrator at mydreamjob.com. You are busy auditing the mydreamjob.com wireless network. You find an unauthorized Access Point under the desk of a user named Amy Walsh. Amy works in the Finance department. You confront Amy about this. Amy denies any knowledge of the unauthorized Access Point. Amy informs you though that a


new friend has recently visited her, and on numerous occasions, at the company premises. Choose the type of attack that was launched against mydreamjob.com.

A. A SYN flood attcks.

B. A (DDos) Distributed Denial of Service attack.

C. A man in the Middle attack.

D. Social Engineering

28. Why do many web servers provide message auditing, as do logon, system, and applications?

A. To view what a particular party is doing

B. To view who is logged on

C. To check for unusual events

D. To check the volume of information on the system

29.  An Auditing system is necessary to prevent attacks on what part of the system?

A. The files.

B. The operating system.

C. The systems memory

D. None of the above

 30. Which of the following statements regarding system auditing is TRUE?

A. System audit files must be reviewed regularly for unusual events.

B. System audit files are not susceptible to access or modification attacks.

C. System audit files don't hold much information.

D. System audit files do not contain critical systems information that attackers can use to gather more detailed data about your network.

31. Which of the following statements regarding system auditing is TRUE?

A. System audit files may be susceptible to access or modification attacks.

B. System audit files do not need to be reviewed for unusual events.

C. System audit files don't hold much information.

D. System audit files do not contain critical systems information that attackers can use to gather more detailed data about your network.

32. Choose the network mapping tool (scanner) which uses ICMP (Internet Control Message Protocol).

A. A port scanner.

B. A map scanner.

C. A ping scanner.

D. A share scanner.

33. Which of the following actions can an attacker perform when network services are enabled on a target system?

A. An attacker can install a rootkit on the target system.

B. An attacker can check the services file.

C. An attacker can enable logging on the target system.

D. An attacker can run a port scan against the target system.

34. One type of port scan can determine which ports are in a listening state on the network, and can then perform a two-way handshake. Which type of port scan can perform this set of actions?

A. A TCP (transmission Control Protocol) SYN (Synchronize) scan

B. A TCP (transmission Control Protocol) connect scan

C. A TCP (transmission Control Protocol) fin scan

D. A TCP (transmission Control Protocol) null scan

35. Which of the following would originally link UNIX systems together in a dial-up environment?

A. SLIP (Serial Line Internet Protocol)

B. PPP (Point-to-Point Protocol)

C. VPN

D. RADIUS (Remote Authentication Dial-In User Service)

36. Which of the following has largely replaced SLIP?

A. SLIP (Serial Line Internet Protocol)

B. PPP (Point-to-Point Protocol)

C. VPN

D. RADIUS (Remote Authentication Dial-In User Service)

37. Which of the following are used to make connections between private networks across a public network?

A. SLIP (Serial Line Internet Protocol)

B. PPP (Point-to-Point Protocol)

C. VPN

D. RADIUS (Remote Authentication Dial-In User Service)

38.  Which of the following is a mechanism that allows authentication of dial-in and other network connections?

A. SLIP (Serial Line Internet Protocol)

B. PPP (Point-to-Point Protocol)

C. VPN

D. RADIUS (Remote Authentication Dial-In User Service)

39 . Which of the following protocols are not recommended due to them supplying passwords and information over the network?

A. Network News Transfer Protocol (NNTP)

B. Internet Control Message Protocol (ICMP)

C. NetBios services

D. Network News Transfer Protocol (NNTP)

40. From the recommendations below, which is considered the best method for securing a web browser?

A. Do not upgrade web browsers because new versions have a tendency to contain more security flaws.

B. Disable all unused features of the web browser.

C. Only use a VPN (Virtual Private Network) connection to connect to the Internet.

D. Deploy a filtering policy for unknown and illegal websites that you do not want users to access.

41. A DNS (Domain Name Service) server uses a specific port number. Choose this port number from the options.

A. Port 32

B. Port 1,024

C. Port 65,535

D. Port 16,777,216

42. Which of the following access attacks would involve listening in on someone's

network?

A. Eavesdropping

B. Snooping

C. Interception

D. None of the above

43. Which of the following access attacks would involve looking through your files in the hopes of finding something interesting?

A. Interception

B. Snooping

C. Eavesdropping

D. None of the above

44. Which of the following access attacks would involve putting a computer system between the sender and receiver to capture information?

A. Snooping

B. Eavesdropping

C. Interception

D. None of the above

45. Which of the following definitions would be correct regarding Eavesdropping?

A. Placing a computer system between the sender and receiver to capture information.

B. Someone looking through your files.

C. Listening or overhearing parts of a conversation

D. Involve someone who routinely monitors network traffic.

46. Which of the following definitions would be correct regarding Snooping?

A. Involve someone who routinely monitors network traffic

B. Someone looking through your files.

C. Placing a computer system between the sender and receiver to capture information

D. Listening or overhearing parts of a conversation.

47. Which of the following definitions would be correct regarding Active Inception?

A. Someone looking through your files

B. Involve someone who routinely monitors network traffic

C. Listening or overhearing parts of a conversation

D. Placing a computer system between the sender and receiver to capture information.

48. Which of the following definitions would be correct regarding Passive Inception?

A. Placing a computer system between the sender and receiver to capture information

B. Listening or overhearing parts of a conversation

C. Involve someone who routinely monitors network traffic

D. Someone looking through your files.

49. One of the below options are correct regarding the DoS (Denial of Service) attack?

A. Prevention access to resources by users authorized to use those resources.

B. Use of multiple computers to attack a single organization.

C. Placing a computer system between the sender and receiver to capture information

D. Listening or overhearing parts of a conversation.

50. You work as the security administrator at mydreamjob.com. You have received instruction from the CIO to assess the company's vulnerability with regard towell-known network attacks. All users of the mydreamjob.com network have been issued with a token and 4-digit personal identification number (PIN), which they use to access their computers. The token works by performing off-line checking for the correct PIN. Which type of network attack is mydreamjob.com at risk to?

A. Birthday

B. Brute force

C. Man-in-the-middle

D. Smurf


